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Csmmittees Sabcommlttee on Over-

sight. Frankly, I was shocked to find
that the Department had not yet done
thelr own study of this poteniially
huge future Hability, and that is why I
introduced this amendment. -

It is vital that the Department of En-
ergy obtain comprehensive and accu-
rate information regarding the extent

and valuation of natural resource dam- .

ages at DOE gites. This is especlally
important if we are to make realistic
budget assurmplions today and set real-
istic budges poals {0 the future, Unfors
tunately, there has nob been a z*eiiai}la
study done on this issue to data, .70,
-During the course of Superfund hear-
ings held in the Environment and Pub-
lic Works Cormumittee, significant ques-
tions have been raised about the De-
. partment of Energy’s liability for natu~
ral © resource -damages. &t . -their
Superfund sites.” Department officials ~
first . estimated liability in-the. hun~
dreds of billions of dollars. Since that
time, GAO has looked at the situation,
as has CEQ. Howeéver, the CEQ-and .
GAO - estimates are quite different.
-GAO estimates a high range of $15 bil- -
lion while CEQ says_the high range Is
"-$500 million. The disparity -between
these two studies is troubling, as is the

. fact tha.t DOE ha.s nevar dane t:heir own

. study. - e

-This amendment; direct;s DOE tn con-
duct their own study, to use realistic
assumptions about liability based on
the real world experience private par-
ties have already had, and to report to
the Congress 90 days after enactment.
This real world experience is the meth-
ods in the ‘current natural resource
damages assessment Yegulations, and
should be consistent with the position
asserted -by public trostees in suits
against privats parties and with’ the
position supported by the administrac
tion pertaining to damages against pri-
vate parties., While I'iwould bs happy %o
work with DOB to snsure they have

enough time to do a credible job, i is

. important that they complete ‘their

~work before we move to reauthorize
the Buperfund program next yoay and
before next year’s appropristions cycis.
. Pinally, I want to emphasize that the
-intent of this section iz purely for over-
sight functions. This section in no way
should be interpreted as a reflection of
support for _the current operation of
the natural resource damages provi-
sions of CERCLA. I in no way endorse
the methodologies used by public truss-
ees under the current patural rescurcs
damages regulations. I simply believe
that if private parties face these regu-
lations today, and if thse Department of
Energy is the single largest potentially
responsible party in the couniry, then
we ought to use the same standard in
estimating DOE Habilisy ab these sites.
I losk forward o receiving this study
and t¢ possible fai;ure &ez.r%zzgs on this
izzus,

Mr, President, 1 want to thank Chair-
man THURMOND and Senator NUNN for
their help on this mattar.
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"is correct in his interpretation of the

CABLE TELEVISION PROVISION

“Mr, SMITH. I wounld like to engage
the chairman and ranking member of
the Senate Armed Bervices Committes
on section 833 of the conference bill, re-
lating to cable  television franchise
agreements on military bases. That
section implements an advisory opin-
ionof the U.8. Court of Federal Claims,
which found that cable television fran-
chise agreements on military basés are
contracts subject to the ?e&grai 5&@?&1‘
siiziez; Begulation [FAR], -

As chairman of the aﬁfzﬁsﬁim aﬁéﬁ
T&ﬁhaaiagy Subsornmittes, 1 balieve
_that when negotiating the settlement
‘ordered by ‘section 833(3), the parties -
‘should give dus consideration to the
fair compensation of cable operators
‘terminated for the convenience of the .
Government in accordance with part 48
-of the FAR. Factors to be'considsred
“may Include, to the extent provided in.
the FAR, interest on capital expendis .
.tures, settlement, preparation costs, <
‘and other expensea reasonably ineurred -
by sdch operators in connection with
“constructing their cable zsyst;ema or si}»
taimng fair compensation.”™, "

“Mr. THURMOND, "1 agree ‘with the
statement of the Samzar fmzn E«Iaw
_Hampshire. .

Mr. NUNN. I a.lao ‘g‘:ee with the
“statement oOf thez ﬁsnazar ﬁ:ﬁ;m zé‘ew
Hampshire : j o
) SUBMARINE ?mes%ss

section 121 of the conference report 1
read that funds in this bill are:

‘* % *gvailahis for contragts with. Electric
Boat Division and Mewport News Shipbuild-
ing to carry out the provisicns of the
“Memorandum of Agrsement samong the De-
‘partment of the Navy, Electric Boat Cor-
poratidn (EBY and MNewport News Shipbuild.
ing snd Drydock Company (NNS) concerning.
tha Now Attack Submarine” dared Apcil 5,
1998, relating to desiga data transfer, design
Aimprovements, integrated procsss tsms, and
ag;?:izw a&igﬁ base.

Z"m*tizen in the bill, under %ﬁ%&eﬁf&i{m
ig} Design Responsibility, I read,

The Secratary shall snsure that boih 53%:2?«
huilders have fall and -opsn acuess to il de-
sign data concerning tha design of the sube
marine previcusly desigpated Dy the ’%’a?y a8
ths New Attack Submarins. o

Mr. ?reszdent reading a pertien of

the aforementioned memorandum. of

agreement, & copy of which I am sub-

_mitting for the record, NNS8 is to “be
_provided design deliverable informa-
tion in a manner and scope that is gen-

erally consistent with that provided in
the latest submarine program
(SeaWolf). Design data transfer will be
conducted in the most cost effsctive
manner to support counstruction of fol-
low-on ships at NNS.” My interpreta-
tion of subsection (g1} of section 121 i3
that this subseoction does nob require
the transfer of any design dais bebwaen
the shipyards which are nobt required
by the memorandum of agreemens. Am
I eorpset in may interprsiation of the
intent of the conferses?

Mr, COHEN. Mr. President, I would
say that the Senator from Connecticub
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language in the bill regarding the
transfer of design data between the bwo
shipyards, It was the intent of the con-
forees to reaffirm last year's require-
ment requiring the ftransfer of design
data regarding the .pew atiack sub-
marine to Nawpors News Shipbullding,
It was not the intent of the conferees

.80 change the terms of the memorans

dum of agreerment, Further, it was the

intent of the conferces that the appro-

priate US Navy, official resolve dif

fersuces of opinion about what Infor-

mation i réguirsd ta hé mﬁemﬁ

.under the MOA,

e, KENNEDY. Mr. President, may T

“say thab I fully agree with the distin-

guizhed chairman of tha S&az}es?ez: Sub-
.committes on this point B
. Mr. WARNER. Mr. ?resiéa:;ﬁ, I agme .

‘with my colleagues interpratation of
‘this Important subsection tc? tHe con-

famm:a report. -
- Mr, . LIEB Mr ?regidaz;%,
thank you for mﬁéﬁ:}g me tiza oppor-
tunity o clarify this, most important
‘section of ths conferencs report. .
W»%A&mm DEFENSE a%m

Mr. JNUNN, M ?z’as&im& giﬁafia
_truly heroic affort by both members
‘and  staff, befdre the fecess we som-
pleted action on a confersnce agree~ .
ment on the fiscal year 1997 Dafanse
.authorization bill. T hope this agreée-

B - 5 Cment will be voted on by the Senate
" Mr. LIGBERMAN, Mr. President, ii L. pd

soon. I wanted to take a few moments
to highlight one provision in that bill
which relates specifically to a recent
tragic. incident that has hit all of us in -
our hearts and homes, The incidens to
“which T refer’is the terrorist pips homb™
that went off in Centennial Park—the
neart of the Olympic celebration in At~
janta—in July, which killed 1, caused
‘the death of am;tham m& m}amﬁ aver
100 people:

But, Mr. President at tms ;ﬁnnt in
history, we have to ask ourselves,
“What 107 What if this hadn't-besn a
erude pipe bomb? What if the Individ-
ual who planted this terrovist device
?mti used information readily avaeilable
an the Intarnet and maferials readily
and legally available to concoct a
- chemical weapon? Or, worse, suppose
hé had concocted a biclogical weapon?

The answer seems too terrible to con-
_sider, but consider it we must. And
that i{s precisely why Senator LUGAR,
Senator Domewnict, and I cosponsored
the Defense Against Weapons of-Mass
Destruction Act, an amendment—
adopted by s unpanimous vote in the
Benate—to the Defsnse authorization
bill that addresses this very threat. I
am pleased to say that our colleagues
in the House of Rep:eﬁegtati%s also
agcepted this amendment in the con-
ference report virtually as it passed the
Senate,

Mr, President, the Dsfenss Against
Weapons of Mass Destruction Program,
now title XIV of the Defense authoriza-
tion bill, provides 3201 milllon—$144
miilion to the Dapartment of Defense
and 357 miliion to the Department of
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“efforts en improved planning, eec&msx
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Energy—to address the threat of pro-

iiﬁfzmtitsn Qf weapons of m&@s desbrueg~
tion. - - -

DOD is being given 565 million to
conduct & program to frain, equip, and
assist local first responders in dealing
with inciﬁenﬁs involving -~ nuclear;
chazzﬁ&ﬁ ahd biological weapons and
related materials: $10.5 million of this
funding is specifically earmarked for
DOD assistancs to the Secretayy of
Health and Human Services in forming
smergeney medical response teams ca~
pable of dealing with these materiald,

-DOD is alse being given 330 million

" both to provide equipment and assist-

ance to the United States Customs
Hervice and o help train customs serv-
ices in the former Soviet Union, the
Baltic States, and Eastern Burope in
an sifort to improve our ability to de-
tect and interdict thess materials be-
fore-they reach the hands of terrorists
in the United States. An additional 527
million is provided to DOD and DOE for
vesearch and deévelopment of improved
detection isaakmiagiss, ’ whic}x am
padly needed, - - -

Finally, DOD and z}ez are ;x'e?i&e{i
additional Jlunding * to  address the

" threab of g:eﬁfw&ifm at’its source. In

addition to belng fully funded at the
sdministration’s request of $397.9 mil-
iion, DOD's Cooperstive Threat Reduc-
tion Program is being provided 537 mil-
lion for projects designed to destroy,
dismantgle, and improve controls over
the former Soviet Unilon's stockpiles of
wespons of mass destruction, DOBE is
being provided $40 million for its pro-
grams in this arés,

The provision also calls for the cre-
ation of & senior lavel coordinator to

- improve the Federal Covernment’s,sf’

forts in dealing with the threat of pro-
liferation and fo esovdinate Federal,
State, ‘and local plans and training.
Some 32 milllon is provided for the co-
ordinator to use in focusing ressarch

tion, and training sfforis.

Mr, ?résiéesm the threat of &zﬁ%k
on American cities and towns by ter-
rorists, malcontents, or represenise
tives of hostile powers using radislogi-
azl, chemieal, biologicsl, or nuclear
weaponus is obe of the most serlous na-
tional security threats we face today.

This threab in vevy different than the
threat of muslenr anninliation with
which our Nation and the wg;'zé dealts
during the cold war, -

During the cold war boti we and the

‘Boviet Union recognized that sither

side could destroy the other within an
hour, but only ab the price {;f its own
dastraction.

I have heard too many axgerss, whose
opiniony and sredentials T regpecth, bell
me that it is not & question of i i
only of when fecrorists will use chemi-
cal or . blologleal—or sven nucleapr—
woeapons in the United States.

In July, the Commmission on Ameri-
ca's Mational Interssts, cochalred by
Andrew Goodpaster, Robers Blisworth,
and Rita Hauser, ralessed g study that
soncluded that the No. I vital US. na-

’?‘
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tional interest :ccia,y iz to provent,
deter, and reduce the threat of nuclear,

- pislogical, and chemical weapons ab

tacks on the United States. The report
also identified preventing the loss of
econtrol of nuclear weapons and nuclear
weaponi-usable materials, and the con-
tainment of Biological and chemical
weapons proliferation as one of five
cardinal sﬁaﬁieﬁg&s for ﬁm next L 3.
President, =" v

The Permanant 5’&2}{:&3&:&%&% on Ih-
vestigations of the Governmental Af-

fairs Comnittes held o series of hear~

ings over the 1ass year on the prolifera-
tion of weapons of mass destruoction, ab
which  representatives of the “intel
Hgende and law enforcement commu-
nities, the Defense Department, private
izzéngﬁryg State and local governments,

‘academia.” and Torelgn officlals de-

soribed 2 threab that we cannotignore,
but z‘m:* sv:sieﬁ we are ﬁrmﬁ? i:z}zaiis;

unprepared.”
CIA Director Jokn Deutch, for oite,

czamﬁﬁiy pbsarved *‘W&‘ve ?:seen lucky

L

s0 fav.?
And, “in fass* we hm*e aiz*eaé:; re

ceived at least three loud warning

bells, Pirst was the release of deadly
. the best .way to prevent the use of

sarin zas in the Tokyo subway system.
Second was the truck bomb which went
off in the garage of the World Trads
Center in ¥ew York City—a bomb that
the trial Judge helieved the killers in
tended to be & chemical weapon which,

had it deployed as intended, would
have killed thousands. Third was the
bombing of the Alfred P, Muwrrah Fad-

‘eral Building in Oklahoma City. The
pipe bomb in July in Atlanta zerves as

yat another warning that we must im-
prove our preparedness for terwz'is% At~
tacks in this country. -

My, President, this, iegisiatiaxz will
significantly improve our ability to
deal with this thrent—an ability which
today is clearly not up bo the chal-
tengs. We have heard testimony in re-
sent monshs a8 bearipgs held by the
Permanent Suboormittes on Inves.
tigations that apeaks clearly o the re-
markable lack of domestic preparsd-
ness for an ingldent involving nuclear,
radiological, chemical, or biclogical
materials,

Fire chiefs said thal they cannot
plan on Federal smergency sssistance
t0 help in an emergency of this nature
25 it iz simply too long in coming:

Local emergency frstresponders—
policemen, firsmen, medical teghni-
sians—grimly said over and gver again
that they were incapable of dealing
with a chemical or, sspecially, biclegi-
cal weapon or incldent,

By providing funding and a mandate
for DOD and DOE to share thelr experi-
snoe, expertise, and squipment dealing
with nuclesr, radiclogical, chemieal,
and biclogical wespons and maberials,
we can address oritical shorsfalls in our
domestic preparedness that have bean
specifically and repsabedly noted in
congressional &astimeziy and docu-~
mentation.

Zeveral modest exercises have been
hold bo best how Federal, BState, and
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iecﬁ} smergency responders would deal
with & nuclsar, raéiaiﬁgmal chemical,
or biologieal attack.

JIn one large sxercise, the first 100 or
50 emergency response personnel—po-
les, firemen, medical personnel—aryiv-

“ing ab the scene of & moek chemioal

weapon disgster rushed headlong into
the emergency scene, and were gmmgﬁ»
ig dealared “dsad” by the referees,

“in a second exercise featuring both

chemical and blological weapons, con~
taminated casualties’ brought . to the
nearest hospital were handled so care-
lassly by, }wapitai persounel thak, with-
in hours,” mo&t of the hospifal staif

. were judged to have been killed orin-

mzzaaitami by spgeaéizzg eﬂﬁﬁmiﬁa»
flon, =

In addition, & rﬁz}é:‘t raaemiy o
warded by the Secretaries of Defense
and Bnergy to Congress on our re- -
paredness for & nuclear, radivlogical, °
cherniaeal, or biological terrorist attagk .
noted that, . “response personnel are
relatively few In number and pleces of |

equipment necessary to provids ade-

guate sapport to an NBG event are in’
some cases one of 2 kind.” -
I still remain fully wn?inaai that

“these terrible weapons and materialsg

on American soil is by stopping i;zzem
before they get hers, For this reason,
this legislation provides additional re-

* soarces and Impetus for enhancing our

ahility here at home to detect and -
interdict puclear, chemigal, and bio- =
logical weapons and related materials
before they get into the mﬁa i::f sar»
rorigts or malcontents, -

An extensive study by m;u:& da
Borchgrave, Judge William Webster,
former Director of the FBI and CIA,

Congressman Brnn MeCoLLus, and oth- -

ors, published earlier this year by the
respicted Center for Strategic & Inter-.
national Studles [0BIS], concluded
that *there are few opportunities for
detecting, interdicting, and neuntraliz-
ing these materialg once thay are be-
yond the source sibe. * * * Attention
and resources must be directed toward
sost-theft measures as well”

Mr. President, the siogle best way 50
deal with this threst 18 by preventing
projifsration ab its source,”as far away
from the United Btates as possible.
That i3 why thiz legislation slso bol-
sters the original concept introduced
by Benator LuUgarn and myseif g 1941,
which aims at helping the states of the
former Soviet Union to improve their
safeguards and controls over existing
stockpiles of deadly materials.

“The CRIS de Borehgrave-Wehster
skudy also found bhat:

The most serious nariosal securisy threat
facing the United States, ito aliles, and its
intarests is the theit of muclenr wespons of
weaponsusabls materials from the former
Sovier Union, The consequences of such &
theft--theasured In terms of politics, aco-
somics, dipiomacy, rmilitary response, and
public health and safesy——would be cats-
strophia.

de Borchgrave himself stated at a
vress confsrence thab: “We have con~
cluded that we're faced now with as big
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a threat as any we faced during the
cold war, when the balance of terror
kept the peace for almost half a cen-
tury.”

PFinally, Mr. Preszdent t;hzs legisla~
tion attempts to improve the overall
coordination of how we deal with the
broad threat bo our Nation posed by
the proliferation of weapons of mass
destruction.

There are currently dozens of govern-
ment agencies thal deal with the var-
ious aspects of this threat, with over-
lapping authoritiss and programs, but
with gerious gaps.

Testimony provided in the Perma-
nent Subcommitbee on Investigations
revealed that coordination between
Pederal agencies s seriously lacking,
and that there i8 virtually no sffective
coordination or communication be-
tween the Federal Government and
Btate and local agencies and organiza-
tions. This appears to be changing, at
least in the case of the Olympic games
in Atlanta.

I visited Atlanta during the Olympics
and received a briefing by a group of
representatives {rom various Federal
agencies that were working together to
provide security for the Olympic
games. I strongly commend their joint
efforts, bub, this must become the pat-
tern all over the country. We must
build from this experience, improve in
areas where we have weaknesses, and
make this kind of mteragenoy coopera-
tive effort the norm.

Mr. President, I believe this legisla-
tion, while only a beginning, responds
o g very urgent national security con-
cern of our Nation. I commend all of
the Defense authorization conferees for
their swift actions in approving the in-
clusion of the Nunn-Lugar-Domenici
Defonse Against Weapons of Mass De-
struction Act in the conference agrse-
ment, and I look forward to the Presi-
dent signing this legislation in%o law.

Mr., SRUITH, Mr. President, I rige in
strong support of the conference report
on the fiscal yvear 1897 Defense author-
ization bill. I want to take this oppor-
tunity to commend the distinguished
chairman of the Armed Services Com-
mittes, Senator THURMOND, for pubting
together an outstanding hill, Senator
Truamonp worked tirelessly to con-
clude the conference guickly and effi-
clently, and the product iz a bill that
we can all be proud of.

I also want to pay iribute to the
ranking member, Senator Nuny. Sen-
ator NuUnw has ssrved on the Armed
Services Commities with distinetion
for 23 years. Throughout that time, he
has been steadfast in his support for a
strong, capable, and highly prepared
military. This will be Senator Nuww's
final Defense authorization bill, and I
want b take this opportunity to thank
Senator Nusn for his outstanding work
on behalf of *%ze men and women of our
Armed Force

Mr, Prssiéwﬁ the bill befors us in-
cludes a much-needed increase of $11.2
billion from the President’s budget re-
quest for national defonse. I want to
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emphasize that even with this increase
the total level of Defense spending re-
mains $7.4 billion below last year's
level when adjusted for inflation. We
are in the 12th straight year of decline
in Defense sponding.

For the benefit of my colleagues, [
want to briefly summarize some of the
highlights of this conference bill. The
bill before us includes a 3 percent pay
raise and a 4.6 percent increase in the
basic allowance for gquarters for our
Armed Forces,

It directs the S%re&aries of Defense
and Health and Human Services to pre-
pare and implement a demonstration
program enabling Medicare-eligible
beneficiaries to enroll in the Tricare,
the DOD health care program.

The bill approves $10 million in addi-
tional research funding to examine the
relationship between service of our
men and women in the Gulf war and
the incidence of congenital birth de-
fects and illnesses among their chil-
dren.

It also includes $201 million to carry
oubt the Defense Against Weapons of
Mass Destruction Act which addresses
the Nation’s ability to deal with
threatened or actual use of nuclear,
chemical, or biological weapons
against American cities.

The bill provides $40 million bo com-
plete development and testing of the
Patriot Anti-Cruise Missile Upgrade
Program.

It authorizes $32 million for reactive
jamming upgrades to the Navy’'s fleet

.of BA-6B electronic warfare aircraft.

1t includes a $24.5 million increase for
night vision goggles and $9.1 million
for infra~red aiming lights.

16 also directs that the Navy conduct
a competitive evaluation of the ATD-
111 and Magic Lantern Lidar systerns
to determine which system fto acquire
under the Airborne Laser Mine Detec-
tion Program.

1t provides an increase of 3814 million
for the Ballistic Missile Defense Orga-
nization, and $134 million specifically
for the space and missils tracking sys-
bem., -

Last, it approves an increase of
roughly $30 million for conventional
delivery enhancements for the B-1 and
B2 bombers.

Additionally, Mr. President, T would
like to briefly summarize some of the
initiastives contained under the acquisi-
tion and bechnology section of this billl
As chalrman of the Subcommities on
Acguisition and Technology, 1 have
heen troubled by the failure of the ad-
ministration to adequately invest in
long-term  technology developmnent.
Modernization is the key to long-term
readiness, and without effective invesi-
ment in the technology basze, we will be
anable to pressrve the technological
edgo that we enjoy today.

The bill before us includes a number
of important initistives to support ef-
forts of the services to develop ad-
vanced operational concepts and tech-
nologies, to increase the use of com-
mercial technologies for defense appii-
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cations, ahd to make defense programs
more affordable. For instance, the bill -
‘provides $40 million to fund the Marine
Corps’ Sea Dragon experiments to de-
velop new operational concepbs that le-
verage technology and innovation; au-
thorizes 320 million for a joint services
research and development program for
nonlethal weapons and btechnologies;
provides $85 million for the dual use ap-
plications program; authorizes $61 mil-
lion for the manufacturing technology
programs of the Army, Navy and Air
Peorce, provides an increase of §12 mil-

“lion to continue the procurement tech-
nical assistance program; and includes
a provision bto streamline the Defense
Department’s requirements for assess-
ing the capabilities of the national de-
fense technology and industrial bases,
including cases of unacceptable reli-
ance on foreign sources.

Mr. President, these are but a few of
the many critically important initia-
tives contained in this bill. I would em-
phasize that these initiatives address
the priorities established by the service
chiefs and will directly enhance our na~
tional security.

I also want to emphasize that each of
the issues that President Clinton’s ad-
visors indicated may trigger a Presi-
dential veto have been resolved to the
satisfaction of the administration.
Thus, this bill enjoys sbrong bipartisan
support and the indications are that
the President will sign it.

Again, I want to thank the distin-
guished chairman and ranking member
for their outstanding work in formulat-
ing a conference bill that enhances na-
tional security and reflects the vast
majority of the Senate’s priorities for
defense. They have rendered an invalu-
able service to the Nation, and I am
proud to support this important legis-
iation.

Mr. President, I urge the adoption of
the conference repcrt and I yield the
floor.

CHEMICAL WEAPONS DEMILITARIZATION

Mr. MocCONNELL. Mr, President, this
morning, I listened to my colleague
from Kentucky with great intersst as
he expressed our mubual concern about
the action taken by the conferees on
the chemical demilitarization program.
I share his disappointment that lan-

Cguage which would have guarantsed an
alternative technology program so
clearly ip the interests of cur constifn-
ants was deleted in confersnce.

Let me review for a moment how we
ended up in this situation and how I
hope we can correct course. SBeveral
months ago, staff representing all of
the Members who have chemical de-
militarization facilities met in Senator
Foap's oifice to roview the status of
demilitarization at each site. AL the
time, Senator FoORD offered & proposal
which reguired the Department of HEn-
srgy, in conjunction with the Army of-
fice which currently manages ths in-
sineration program, to develop alber-
natives to inelperation. Although I
strongly supported the idea of alter-
native technologies, the Department of
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no specialty in the computer career fields for )
network administrators, computer sscurity
personnel, nor in the criminal investigative
career fleld for computer crime {nvestiga-
tors. ; y )

Iz order to ensure that compuier security
positions are filled with personnsi that pos-
2055 the requisite sxperience and training
the Biail recommends the ocreasion of a Gove
eroment Computer Seocurity Specialist Ca-
resr Fleld that will include potential for ca-
reer progression and incorporate specialized .
computer securtty trainise.

In order to promote a stable pool of Infor-
mation security managers within the U8,
government, the Stafl recommends the cre-
aslon of & Govermiment Computer Systems

" Admintawrstor Career Fleld that will insinde

potential-for career progressios and Incor-
?crase specialized computer security train-
ny. i . : b
in order to promots and Improve our gov- °

eImment's computer crime investigative por

tential,. the Btaff recommends the creation

" of & Government Computer Crime Investiga-

tors Career Field shat will include the poten-
tisl for career progrsssion and specialived
compuler crime investigation trajuing, - .
Valgerability Zfesting and asseesment of
government and government interest cone
puter systams ig the best method of enhane.
ing awarensss of the vuinerabilities of our
information Infrastructurs. Presently, only”’
the Defsnse Department has an agyressive
vulnerabilivy program., . g ot R
The 8taff .recommends that the fsdaral
government .promote regular vulnerabilizy
assessments, or “red teaming,” of govern-
ment agencies, especially agencies outside of
the Department of Defense. The Ssaff Turther
recomunends that an sgesoy be designated to |
perform such wulperability assessments in
t8e same manner that the Defenze Mformas
tion Systems Agency (DISA) perform such
asgessments for the armed services, -+ -
One of the most significant voids in com-
puter ssourity is the lack of reporsing of age

" tempted and even sucesssful penstrations of

government systems as wall 33 other ays-
tams of nationsd intersst Mandating the re-
porting of Intrusions in goversment systems
will foster & greater security culture with
;he NII. Further, it {s important to give pri-
vate industry & mechanism within which it
can report intrusions withous fear of inciting

 customer insesurity,

The Btadf recommends that the 1.8, gov-
éromant mandate the reporting of intrusions
aad attempted intrusions {n &l governmeny
and government inverest syssems. The Staff

“further recommends that federal agencies

develop protocols and procedures for report-
ing computer intrusions, and subsequent re-
ferral of same to proper criminal or other ap-
propriate agencies I{ke the proposed Na-
tiopal Information Infrastructure Threat
Center, o

The Staff further recommends that the fad-
sral government encoursge privats industry
and the private sector %o report intrusions
into private information systems, The Staff
would further recommand thay the govers.
mEnt promots privais indussry reporting
through creation of anonymous clearing-
housss or stmilar methods,

Logon warping banoers that advise users of
govarnment computers that thers I8 no ox«
pectation of privacy, though recommendsd

) by the Department of Justine, are not man-
datory on government computer nerwosiks,

The logun banners put users op notics thas
thay Bave 1o resscnable sxpectation of prie
YACY 4% governmens systems and the use of
the system constitutes cousent 10 moniter-
ing. Presemtly., when inurusions odsur on
goversmeny systemns, lack of such & logon
banner hampers investigative efforts and re-
apanse. -
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The Stalf recommends logon warning ban-
ners become mandatory for all government
and governmens interest systems.s

NATIONAL SECURITY AND THE
- INFORMATION AGE . -
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though establishing the unquestionable
preeminence of our force structure, ha:
fostered a dependency upon 2 millio:
interconnected DOD computers, - %

How would we get-by if the informa
tion infrastructure of any of these orit

® Mr. NUNN Fiss © fdas sew. Jeal systems provad unreliable? &
na?irg‘y has long 2;{;3 i;éfiiimﬁ;na;?zf " _As we rush to conneet to the infor
power and change. From the invention Mation -superhighway, are we suffl
of the printing press to the advent of Ciently addressing the potential weak
the {ndustrial revolution to the devel. ~DNesses created by our growing depend
opment of nuclear weapons, techno. °SAYY 01 computers and networks? T«
logical advances have profoundly al- WA extent can the vital services sup
tered our sooiety and changed the POrted by our information nfrastruc
course of our history. Today, we find Cure be disrupted? How can we be as
ourselves in the midst of ome of the Sureéd tnat the information stored—es
most far-reaching technological devel. ' PeCially data related o our nationa
opments of all—the {nformation age. .. Seourity—retains its availability, relt
- OUR INFORMATION INFRASTRUCTURE . .~ LIty and confidentiality? . o
‘Advances _in_ computing ‘and . °THETHREAT FROMCYBERSPACE
networking have affected every aspect ~ . Ironically, the same technologica
of owr society—irom .civilian govern- advances that have brought us the ad

.ment and the military, to public utili- vantages of the information age, have

ties, - health  cars, communications, 2150 given us.the fools to disrupt anc
transportation, and flnancial systems. ' exploit it.'In the early 1980's only the
Computer -networks and the ever-in- very technically competent had the ex
ocreasing power of the information sys- pertise to break into computer .sys
tems. they connect,” are comnpressing tems. Not only were there fewer hack
time and space, .creating “vast effi-. ors, there were not as many targets. -
clencies in the delivery of goods and . .. Today, the situation is reversed
services. Government i3 more produe-  while the hacker tools are  becoming
tive and connected, business is more —mors sophisticated, they are also be

‘robust, versatile, and cost-effective,

and individuals now -have access to

-Jarge oaches of information gm'a% aash

i}zhgr‘ E g 5 5 g W e 3
.The rush to connect.seems to rsach
new and unimaginable -heights each
day with the announcement-of a more

3 goEers fe e

‘powerful computer or some new inno-

vation. Just & years ago the number of
users on the Internet totaled 2 to 3 mil-
Hon, Today,. over .55 million log-on
worldwide and the pumber grows. Com-
puter links thab stretch around the
world transcend national and regional
boundaries: Beljing and Baltimore are
within a keystroks of each other.
Egually impressive is the expanding
technology that supports this revolu-
tisn, Today's home computers are lit-
erally hundreds of times more powerful
and versatile than the mainframe sys-

-tems that NASA used to send & man to

the moon. Conpsciivity butwesn nst-
works has similarly increased: In 1980,
muost modems required nearly 3 houss
to trapsmit a 200 page book; today’s
commercially available modems can
transmit the same book in 0.08 of a sec-
ond. ‘

Along with the great promise of the
information sge, however, has arrived
néw dependencies. Our banking and fi-
nancial systems, though more efficient,
rely almoss fotally upon daily slec-
tronie fund transfers in excess of §1
trillion. Our transportation system-—
air, rail, and road—is able to receive
and analyze vast gmounts of data but
rmust alse be certain of the accuracy of
the information dirscting its critical
operations. Ensrygy and communication
nebworks are more responsive but are
sirndlarly reéliant upon the redundancy
of electronic networks. And the infor-
mation revoiution in military affairs,

coming more available and user-frisnd
ly, requiring  little expertise. Logic
bombs, viruses, pessword sniffers and
other tools that can disrupt and de
siroy..computer networks, ars now
widely available on the Intermst. Fo1
instance, last year “point and click’
computer security program-——Security

‘Administrator Tool for Analyzing Net

works or “SATAN"-—was disseminate(
on the Internet. Now this compute:
program, which provides {ts user witt
automated intrusion capability intc
many networks, {8 avallable to mil
lions. - <.
"In hearings of the Permanent Sub
committee on Investigations earlie:
this year experts demonstrated how
many  of our critical computer net
works were npeither secure nor con
fidential. A report issued this year by
the General Accounting Office esti
mated that the unclassified but sen
tive nstworks at the Defense Depart
ment arve likely experispcing as mang
as 250,000 compuler attagks per year
Vulnerability studies of DOD nebwork:
suggest that these network attack:
could be successful more.than 85 per
cent of the time. Over 90 percent of al
Department of Defense voice and dats
traffic transits these networks, and the
ta includes sensitive research dats
and valuable inteiligence information
Furthermore, these systems support
critical defense missions related &«
troop movement and operational plans
procuremens, and weapons systems
maintenancs.

Statistics from the eivilian area are
equally troubling. A recent FBI survey
that included corporationsz. financia
imstiturions, universities, and healtl
care ipstitutions revealed that 42 per
cent of those responding experiencsc
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somie form of intrusion or other unau-
thorized use of computer systems with-
in the previocus 12 months. Over 15 per-
cent of these attacks involved the- un-
authorized altering of data.

We have already observed anecdotal
evidence of this threat. Last year two
London residents penetrated the Rome
Alr Development Center computers at

Griffiss Alr Force Base in New York..

Farlier this year an Argentinean na-
tional attacked NASA and other DOD
computer systems from his living room
in Buenos Alres. Recently, a computer
gang based -in St. Petersburg, Russia,
launched ‘a cémpater attaclk agsainst
Citibank and ‘were discovered only
after they werse able to steal millions.

“Though disturbing, these.incidents in-

volved the least competent and imma-
ture attacker. The more sophisticated
and .structured attack likely occurs
wit;haus detection orapprehension.

'~ :-Fortunately, we have not.suffered se-

,rious breakdowns in our information

*

infrastructure, Americans have not had
to-endurs an unexpected, prolonged,
and widespread interruption of power,
the indefinite grounding of air traffic,.
or the loss of banking and financial .
services and records. We should not,
however, wait for an “electronic Pearl .,
Harbor®” to spur us into rethinking the-
speed and nature of our entry into.
some °:of these m.forma.t.ic)n tech-
xmx}giea.

L Our inasmg&me mncieg ba.m Al
my acknowledged that potential ad-

T e e i

" versaries throughout the world are de-

veloping & body of knowledge about De-

fense Department and other govern-’

ment computer networks. According to
DOD officials, these potential adversar-

ies are developing attack methods thag

include zophisticated computer viruses
and automated attack routines which
allow them to launch anonymous at-
tacks from snywhere in the world, -

In testimony befors the Permanent
Subcommittee on Investigaticng this
year, CIA° Dirgctor John Deutch ex-
viained that both hostile nations and

© terrorist organizations can, with rel-

ative saze, acquire the technigues to
penetrate information systems. Indead,
in response 1o & question as to whers
he would place the threat of cyber-
hased attacks in terms of overall
threats to the United States, Director
Deutch stated ag follows:

Iwouid say 1313 vary, vary slose 1o the ton,
ezpsaiaily If you ask me o look 10 years
dewn the vosd. I would say that after ihe
shrests from WEApOns of mess
destruction . . . #uslsar, shemisal sud bio-
logical weapons, this would fail right snder
182 1% i right next o priovily, and i i3 5 sub
lect that is golng o be with us for & long
time.

A DIFFICULT PROBLEM FOR semgm

Who i8 the enemy and what doss he
or she want? Is it a lone anarchist try-
ing to create chaos, or 3 well-organized
group sponsored by a foreign govern-
ment? Is the motive of the bad actor
greed, espionage, or vandalism? Not-
withstanding Director Deuteh’s admo-
nitions, the staff of the subcommittes
found that the collection and analysis

-
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of data. that would help provide the na- -
ture and extent of the threat posed to
our. information infrastructure is not

- presently enough of a priority of our
The  Brown-

intelligence community.
Commission Report on Roles and.Capa-
bilities of the United States Intel-
ligence Community similarly observed
that the activity that was occurring
did “not appear well coordinated or re-
sponsive to an overall strategy.” .-~

© Likewise; the law enforcement.com-
munity has been unable to provide reli-
able threat assessment in this area,
perhaps because SO little is ever re-
ported to law enforcement. T According

to an FBI survey, oaly 17 percent of

- those responding indicated that they

‘would advise . Ia.w eﬁfz}r&m&zxe if at-

facked. .- .

- Without rena.ble t&azeat w&s&m&a@
data we can neither conduck meaning~
ful risk ‘management, nor structure a

«coherent . national response to - this

issue. This is one area where we cannot
-afford to be operating in the dark.Teo
many parts of cursociety have come to
rely on the information infrastructure
-for us to remaln ignorant of the extent .
-of gur valnerabilities and thé nai:zzre of.
the threat facingvs, © - .

“Thiz issue poses rzmbi&ms fsr gar
Gawmmem that ace not sasily ad- -
dressed within the :framework of our
traditional mational security mam-
-gles. Historically,” omr: Goverament's
5&@3&&? threats have been defined geo-

graphically: & foreign threat versus do-
mestic. And the type of threat wounld
fuspire a different response from the
appropriate agency; whether enforgs-

.ment, military or intslligence. When

we move from the physical world into
cyberspace, traditional divisions of re-".
sponsibility, and assignment of roles
and missions become confusing. Is the
bad actor a 18 year old, s foreign agent,
an anarchist, or a combination thereof?

Furthermore, the Inderned exists in a

“horder less’ world. How do you ascer
tain the natare of a threat if you don'’t
know the motive of your adversary?
Which agency iz used If yolr can’t tell
until the end of the investigation the
origin of the atiack?

CONNECTION, PROTECTION AND A CULTURE OF

© BECURITY

I believe if we fail to recoguize and
address the potential valnerabilitiss of
cur information infrastrusture foday,
we may [nd gurselves victhns to very
costly mceparios fomorrow, Security
must be imbedded into not only the
teehnology of the computer age, bat its
sulture as well. Computer users, sys-
tems administrators and software and
hardware manufacturers must smpha-
size security on the front-end, not as
an afterthought.

Many critical slements of our infra-
strocture—~power, communications, -
pansial, wanspoviation—are largely in
the hands of the private sestor. As
these oritical elements become mors
reliant upon open computer networks,
government will havs to partner with
industry to ensurs the reliability of the
systems they support. Our intelligence
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cand faw enforcement; agencies must
velop reliable threat estimates ¢
will not only help secure governm
and military systems, but provide d
to the private sector so that they
manage their own attendant risks. I
.otal to this challenge will be foster
trust between {ndustry s.mi gcw
ment in this arena.

. Finally, we must be mllmg to rec
ider our previously defined notion
nationz.l security. -The .threat . O
cyberspace, because it can emar
from a borderless world that U
‘scends national boundaries, el
many of our traditional national s¢
rity assets. We cannot permit
problem to get lost in the seams of
intelligence, enforcement and defe
sormmunitiss. We will undoubledly
guire the types of.international ¢
anices that has served us well in our
fense of our physical perimeters. - -

s'This year the-minority staff of
Permanent - Subcommittee .on In
‘tigations corapleted a }ezzgﬁhy in
tigation into these issues that incly
4 .. report . entitled . “‘Security.
Gybwms * The' mgs;;:z sat. forth
merous recommendations .ifitendec
improve our Natlon’s oyber defen
Those mcbmem%&i;iam .imiade ®
key proposalst. . e oy =

© {1¥ Formulate s natiopal poiley z;m
motes the ssourity of our information i1

srrusture; U
(2) Create a National mfomnation I

- strueturs Threat Center that includes

-law enforcemnent, inteillgsnce, and the
fense communities aswell aa uﬁm witt
private muton

{3) Complete an izs:eﬁigmce estimat
the threals to our informazion infras
ture, that focludes sn uncisssifled ves
shat can be mﬁfe a:a.m&a w0 t;?ze prd
sector;

{4y Promote tha creation of an i1
pational computer crime bureag wiz;!z S
gency respouse capability;

{53 Maintain s butter and gﬁsﬁﬁéﬁ Do
computer security professionals and,
ersily, improve the security comsciousne
gur government’s users sud mansgers;

8 Promote regulsr computer o
ability assesaments, or “red teaming
goverament agencies, sapecially. agm
outside of the Defenss Deparument; and

{7y Eneoursge better teporting of comy

. ipeidents within privete industry wille
siing & mechanisns within which inds
can report intrusicns withous fw sf ins
customer [nzecurity. “y

Tidmately, there i3 0o gmesaiéza
the injermmation age will ring u
new platsaus that will greatly ber
cur citizens and our.-world, We
make sure, however, $hat in gm*
to connsct, we do not lese sight o
more mundane but equally szgz}sr
nesd Lo proech.e

TERRORISM MEETS PROLIFE
TION: THE CONVERGENCE
THREATE N THE ?@8‘? o
WAR ERA ;

WHEN FICTION BECOMES REALITY
s Mr. NUNN. Mr. President, last ye
sp-ske to & group about the cha
that have occurred since the demis



